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The security of information systems
and business-critical information
needs constant managing to ensure
your operational continuity and data
protection. ISO 27001 Information
Security Management Systems
certification allows you to stand out
from the competition through strong
information security measurement.

Based on the principles of
confidentiality, integrity and availability,
the ISO 27001 covers:

e |nformation security policies

e Qrganisation of information security

e Human resources security

e Asset management

e Access control

e Cryptography

e Physical and environmental security

e QOperations security

e Communications security

e System acquisition, development and
maintenance

e Supplier relationships

e |nformation security incident
management

e Information security aspects of
business continuity management

e Compliance

THE BENEFITS

Most organisations could not function
without secure information systems.
The ISO 27001:2013 Information Security

Management Systems (ISMS) standard

considers every risk critical in identifying
the dangers faced. Any disruption in the

quality, quantity, distribution or relevance
of data can put your business at risk.

ISO 27001:2013 enhances your
organisation’s credibility and
demonstrates the integrity of your data
and systems and your commitment to
information security. It can also transform
your organisation’s culture, opening

up new business opportunities with
security conscious customers, improving
employee ethics and strengthening

the notion of workplace confidentiality.

HOW THE CERTIFICATION
PROCESS WORKS

e Step A — Tailored proposal from SGS.

e Step B — Optional ‘pre-audit’ of
readiness and weaknesses.

e Step C — Formal audit stage 1:
‘Readiness review'. Documents and
key system elements are evaluated
and non-compliances reported.

e Step D — Formal audit stage 2:
‘Interviews, examination of records
and observation of working practices’.
Non-conformances are addressed.

e Step E —Surveillance visits to
check the system and action plan
implementation.

e Step F — Re-certification audit after
three years.

RELATED SERVICES
e |SO 27001:2013 training (all levels of

IS0 27001:2013 CERTIFICATION PROCESS

ASSESSMENT AND CERTIFICATION

ability and awareness). See www.sgs.
co.uk/training for details.

e Maturity Level ISMS assessment

e |SO 22301:2012 Business
Continuity Management

e Integrated Management Systems

WHY SGS?

SGS is the world's leading inspection,
verification, testing and certification
company. SGS is recognised as the
global benchmark for quality and integrity.
With more than 80,000 employees, SGS
operates a network of over 1,650 offices
and laboratories around the world.

Enhancing processes, systems and skills
is fundamental to your ongoing success
and sustained growth. We enable you to
continuously improve, transforming your
services and value chain by increasing
performance, managing risks, better
meeting stakeholder requirements and
managing sustainability.

With a global presence, we have a history
of successfully executing large-scale,
complex international projects. Our
people speak the language, understand
the culture of the local market and
operate globally in a consistent, reliable
and effective manner.

TO LEARN HOW SGS CAN HELP YOU
KEEP YOUR INFORMATION SAFE,
VISIT WWW.SGS.C0.UK/1S027001 OR
CONTACT UK.NOWISTHETIME@SGS
.COM FOR MORE INFORMATION.
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WHEN YOU NEED TO BE SURE


http://www.sgs.co.uk/en-GB/Risk-Management/Quality-Security-and-Business-Continuity/Quality/Information-Security-Management/ISO-27001-2013-Information-Security-Management-Systems.aspx

